Abstract. In this work we present NeMODe a declarative system for Computer Network Intrusion detection which provides a declarative Domain Specific Language for describing computer network intrusion signatures that could spread across several network packets, which allows to state constraints over network packets, describing relations between several packets, and providing several back-end detection mechanisms which relies on Constraint Programming (CP) methodologies to find those intrusions.
Introduction
Network Intrusion Detection Systems are one of the most important tools in computer network management to maintain the security, integrity and quality of computer networks and keep the users data safe. To maintain the quality and integrity of the services provided by a computer network, some aspects must be verified in order to maintain the security of the users data. The description of those conditions, together with a verification that they are met can be seen as an Intrusion Detection task. These conditions, specified in terms of properties of parts of the (observed) network traffic, will amount to a specification of a desired or an unwanted state of the network, such as that brought about by a system intrusion or another form of malicious access.
Those conditions can naturally be described using a declarative programming approach, such as Constraint Programming [1] , enabling the description of these situations in a natural, declarative and expressive way. To help the description of those network situations, we created a declarative, very expressive, Domain Specific Language (DSL) [2] , enabling an easy description of intrusion signatures that spread across several network packets, allowing to state constraints over network entities and express relations across several network packets. This DSL will then translate the program into constraints that will be solved by more than one constraint solving techniques, including Constraint Based Local Search and Propagation-based systems such as Gecode [3] . It also have the capabilities of running several solvers in parallel, in order to benefit from the earliest possible solution. We have already made some preliminary work on using network constraints to perform intrusion detection [4] , and have also developed a preliminary implementation of such a DSL [5, 6] . In this work we present a new and more complete version version of such a DSL (NeMODe) as well as a its complete specification to a better comprehension.
This paper is organized as follows. Section 2 presents the state of the art and a brief description of Intrusion Detection Systems, Constraint Based Local Search, Adaptive Search and Domain Specific Languages. Section 3 demonstrates how to model and perform Intrusion Detection using Constraint Programming. Section 4 details the DSL provided by NeMODe and provides some examples. Section 5 shows the experimental results obtained by NeMODe. Section 6 evaluates NeMODe and Section 7 presents the conclusions and future work. Throughout this paper, we mention technical terms pertaining to TCP/IP and UDP/IP network packets, such as packet flags ,URG, ACK, PSH, RST, SYN, FIN, acknowledgment, source port, destination port, source address, destination address, payload, which are described in [7] .
State of the Art

Intrusion Detection Systems
Intrusion Detection Systems(IDS) play a very important role in computer network security, which focus on traffic monitoring trying to inspect traffic to look for anomalies or undesirable communications in order to keep the network a safe place. There are two major methods to detect intrusions in computer networks; (1) based on the network intrusion signatures, and (2) based on the detection of anomalies on the network [8] . With Signature Based Intrusion Detection, intrusions are described using their signatures, particular properties of network packets used by the intrusion. These properties are then looked in the network traffic to find the desired intrusion. In Anomaly-Detection Based, the systems models the normal behavior of the network using statistical methods and/or data mining approaches. The network behavior is then monitored, and if it is considered anomalous according the network model, there is a great probability of and attack. In this work, we adopted an approach based on signatures.
Snort [9] is a widely used Intrusion Detection System that relies on efficient pattern-matching techniques to detect the desired intrusion signature. Snort is primarily designed to detect signatures that can be identified in a single network packet. Although it provides some basic mechanisms to write rules that spread across several network packets, the relations between those network packets are very simple and limited.
Snort presents some pre-processors that help to relate separate network packets; Stream4 is such a pre-processor: it gives Snort the ability to be stateful,
